
Foundational Review: Reputation & Maturity

Lacks name recognition in its customers’ industry
Is a young company with no track record
Lacks a critical mass of customers
Lacks the internal industry expertise necessary to develop purpose-built solutions

Core Security Posture & Transparency

Lacks enterprise-grade security certifications or independent audit reports
Compliance with applicable data privacy regulations is unclear
Does not perform regular penetration testing or vulnerability scanning
Lacks a public-facing explanation of security measures
Lacks a public-facing status page for security alerts and service outages

Data Governance
Lacks zero data retention policies with third-party LLM providers
Lacks public-facing and transparent privacy policy
Lacks modern, end-to-end encryption standards
Lacks clear access control methodologies 
Ownership of AI outputs is uncertain

AI Model Types & Training

Does not distinguish between predictive and generative AI
Lacks clarity on types of AI technology used, such as proprietary models 
vs. large language models
Has not invested in the architecture needed to reliably leverage LLMs
Uses or may use customer data for model training
Claims to “fine-tune” models without providing specific details

AI Model Grounding & Accuracy

Does not provide information on how it grounds AI models to the facts 
relevant to customers’ use cases
Provides only a simplistic statement regarding model grounding and guardrails
Lacks clarity on how it measures accuracy relative to the customers’ use cases
Is not transparent about evaluation methods
Avoids discussing AI model accuracy
Lacks human oversight of accuracy and relevance of AI outputs

AI Provider 
Caution Signs
Understanding a potential AI partner’s 
compliance posture and data management 
practices helps ensure that AI tools enhance your 
operations without introducing unnecessary risk.
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